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INSTRUCTION NO. LI 70-15 
LI 70-15 RECORDS 
7 October 1975 


is 


SUBJECT : Implementation of the Privacy Act 


REFERENCES: (a) HN 
(b) Privacy Act of 1974 -- pL 93-579 =< 
(c) Federal Register dtd 28 Aug 75 


a et 


1. GENERAL 


This instruction sets forth the requirements and responsibilities for imple- 
menting the Privacy Act of 1974, Procedures contained in this instruction 
became effective on 28 September 1975, 


Office of Logistics (OL) has five records systems falling under the provi- 
sions of the Privacy Act: 


(a) Parking Permit Files - CIA 16 

(b) Vehicle Operators Files - Cla 17 

(c) Personal Property Claims Records - CIA 18 

(d) Equipment and Supplies Accountability Records - CIA 19 
(e) Logistics Security Clearance Records - CIA 20 


(Instructions concerning access to and maintenance of personnel soft files 
will be provided by the DD/A). 


The Privacy Act requires notice be provided to the public, via the Federal 
Register, of any records Systems maintained by Government agencies that 
contain information on citizens of the United States and aliens admitted 
for permanent residence that is retrievable by individual name or identi- 
fying number, Information published in the Federal Register provides an 


2, RESPONSIBILITIES 


It is the responsibility of the chief of each staff or division maintaining 
the records system identified in paragraph 1 to ensure that disclosures of 
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information from the records are made in compliance with the provisions 

of the Privacy Act and that safeguards to protect data from unauthorized 
alterations are established. All employees charged with the maintenance 
and operation of these systems must be made fully aware of their respon- 
sibilities as set forth in HN JM} dtd 26 Sep 75, and should be familiar 
with the description and uses of the particular system as published in the 
Federal Register, Access to these files must be limited to the employees 
of the office in which they are maintained, 


STATINTL 
a. Conditions of Disclosure 


Disclosures of information from these records may be made to Agency 
personnel who have a demonstrated ''need to know." Unless the dis- 
closure of information falls within one of the following categories, 
written consent of the individual is required prior to the disclosure; 


(1) Disclosure to employees, of the Agency which maintains the record, 
who have a need for the record in the performance of their of- 
ficial duties; 


(2) Disclosure which is required under the Freedom of Information Act. 
(FOIA); @ 


(3) Disclosure made for a routine use as defined in the notice of 
records systems published in the Federal Register; 


(4) Disclosure made to the Bureau of the Census; 


(5) Disclosure to a person or another agency for statistical research 
or reporting purposes; 


(6) Disclosure to a law enforcement activity provided the head of the 
agency or instrumentality has made written request to CIA; 


(7) Disclosure upon showing of "compelling circumstances" affecting 
the health or safety of an individual; 


(8) Disclosure to the Congress or the Comptroller General; or 


(9) Disclosure pursuant to a court order. 


b. Accounting for Disclosures 


outside the Agency. The following inforr 
the accounting and maintained in the ind 


dual's file: 


| =2- 
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(1) Date, purpose, and listing of the record(s) disclosed (single 
document, _ folder, etc. oe 


(2) Name and address of the person or agency to whom the disclosure 
is made.. : 


c. Safeguards 


(1) Only those personnel who maintain the records shall have access 
to the files, 


(2) Disclosures of information will be made only after a determination 
is made that. the requestor has a "need to know.!! 


3. PROCEDURES FOR PROCESSING PRIVACY ACT REQUESTS 


Requests from outside the Agency for information from any of the OL records 
systems will be initially received in the Information and Privacy Staff 
(IPS), DD/A, These requests will be sent to the Executive Officer (EO), 

@ OL, and then forwarded to the staff or division responsible for search and 
reply. Replies to search requests, including any documents, will be returned 
to the EO/OL who will make the determination whether the information may be 
released to the requestor, 


4, REPORTS 


A weekly. report must. be submitted to ‘the DD/A- on man- -hours expended © in proc- 


essing requests, plus any additional costs incurred to comply with the STATIN 
act. This report will be submitted by the EO/OL. 


MICHAEL J «/MALANICK 
Director of Logistics 


ATT; 
Excerpt from the Federal Register 
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& System name: Parking Permit 


é 


space number and assigned reference number, 


* 


ang : CIA-RDP86-00895R000100150001-7 
EXCERPTARREWY PED MA ROE AAS FOR Og oA RD FE ATTACHMENT 


ClA—16, 
Files, 
System location: of vo 
Central Intelligences Agency 4 
“Washiugtom D.C. 20505.- - : 
Categories of individuals. covered by the system: Fmployess. 


Catezorjes of records in the systera: Records include name. vehi- 
cle license numter, office designation, location, and extension. 


Authority ior maintenance of the systeoi: Section i0Ka), Federal 


Records Act of 1959 (44 U.S.C}, Section SION. 

Federal Progerty Management Regulation D~t7 (GSA). 

Routine uses of records maintained in the system, including cateic. 
ties. of users and the purposes of such uses: Used by Agsacy em- 
Ployees respoasitle for allocation aad control of parking spaces at 
the Headquarters Building. ; 

Policies and practices for staring, retrieving, accessing, retaining, 
aud disposing of records in the sytem: : a : P 

Storage: Paper. ee Et Pa. ; 

Retrievability: By name, vehicle license number, assigned Parking 

Safeguards: Stored in safes, vaults 
to staff employees, . 

Retention and disposal: Records marked void upon updating of in- 
formation or upon canceflanon of parking permit: ‘ j 

System mapager(s) and address, . 

Directsr, Office of Logistics 
Central Intelligence Agency. 
Washington. D.C. 20505... . : 

Notification procedure: Individuals Seeking to learn if this system 

of records contains informatiog aoout them should direct their 


ov secure area. Access limited 


aa 


inquiries: to: 
Privacy Act Coordinator: 
Central Intelligence Agency 
Washington. D.C. 20505,- : 
Incendfication requirements are snecified in. the CLA rues 
Published ia the Federal Register (32CER I90L13), Individuais must 


' .camply with these niles, 


Record access Procedures: Reduest from individuals should be ad- 


dvessed ag indicated in the nouficadion section above. 
Contesting’ reened procedure: The Ceaml Intelligence 

remulatiens for access to individual records, 

tents thereof, and for appealing an initial 


Agency’s. 
for disputing the con- 
determination by CLA 


| COnCErmNAg access to or correction of records, are promulgated in 


the CTA rules section of the Federal Register, 
Record source categories: Enployees, 


CIA—17,, .- - wos 
Sysem same: Vehicle Operators File. * 
System Ineation: -- m 
Central Intellizence Agency f oe 
Washmgtoa, D.C. 20505. ; : 
Categories of individuals qnvered by the system: Employees. 
Catezories af reenrds in the system: Name, medical qualification 
forms-score sheets for Gmver’s test, registers of permits issued and 
records regarding accidents. Accidenc report recerda include zolics 
cata and invesdgation. reports in addition to information: on vehicle 
mvalved. . rags 
Authority for maintenanes of the aystem: National Securiry Act of 
1347, as Amended—Public Law 30-253. | 
Central Intelligence Agency Act of 1949, as Amended = Public 
Law 31-110, : = “= 
mrt ea a), Federal Records Act of 1950 (44 U.S.C... Section 
iq nen : f : 
. Routing uses of records maintiped in the s¥stem. including catezo- 
nea cf users and the purpess of such uses: Used ay Agency em 


Ployees for issuing officiai U.S. Goverament driver's licenses and 
Tenewals. ie 


” 


. For review by CTA officals in 2¢cident! cages, 
if aN record irom this sysiem of recerds may be disclosed as a 
mutne ute’ tg a Feder), state ar toca] Saeucy moinuiniag civ. 


stunisal ov ether relevant esforcement inte ation’ 5 . 
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' the letting of a contract, or the issuance-of a licease, grant or other 


after case is closed, 


to 
LI 70-15 


unent information. such as current licenses, if cecessary to obtain 
information relevant to any agency decision conceming the hiring 
or retention of an employes, the issuance of a security clearnnce, 


benefit 
Policies and practices for storing, retrieving, accessing, retaining, 
and dispasing of records In the sytem: i 
Storuges-Paper, ; 
Retrievabiiity: Ladividual name or driver’s permit number. 
Safeguards: Physically protected in a secure area Access is 
Limited to employees who have the nead-to- know. : 
Retention and dispesal: Destroyed by burning three years after 
license is 20 longer valid. Accident reports are destroyed six years 


_ 


System manager(s) and address: a eC ae 
Director, Office of Logistics ; : 
Central Intelligence Ageacy ~ . 
Washington, D.C. 20505, . : y 

Notification procedure: Individuals seeking to learn if. this system 
of records contains information about them should direct their 
inquiries to: = 5 

Privacy Act Coordinator 
Central Intelligence Agency ~ 
Washingtoa, D.C. 20505. : oes ; 

Idenafication requirements are specified in the CIA rules 
puddshed in the Federal Register (G2CFR 1901.13). Individuals TUst © 
comply with these mules. 3 , 

Record actess procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. - 

Contesting record procedure: The Cencral Intelligence Agency’s 
regulations for acesss to individual records, for disputing the con- - 
tents thereof, and for appealing an initial determination by CLA. 
concsming access to Or correction: of records, are Promulgated in 
the CLA niles section of the Federal Register.. . 

Record source categories: Individual, ; 

-Agency officials. - ‘ ri : 

Federal, State and local law enforcement agencies in cases when 
employes is involved in an auto accident, : 


o.oo 
System game: Personal Property Claim Records. 
System location: eA “ 


’ 


- 


* 


- 


Central Intelligence Agency - 
Washington, D.C. 203503, ; 
Categories of individuals covered by the system: Employees and’ 
former employees. : 


Categories of records in the system: Claimant name, address, na- 
‘ture and loss or damage. to personal effects, including inventory of 
items. 4 ; : : : 

Auskoricy for maintenance of the system: National Security Act of 
1947, as. Amended—Public Law £0-253. a ? 

Casual lotelligence Agency Act'of 1949, as Amended—Public 
Law 81-110. “ ; 

Section S06{a), Federal’ Records Act of 1950 (44 U:5.C., Section 
31OL). . le va 

Routine uses of records maintained in the system. including wiiezo 
ries of usars and the purposes cf such uses: Claims Review Board 
determines amount of financial loss sustained by claimant 

Reimbursement for property loss. ~ 

A tecord from this system of records may be disclosed a3 4 
“rouans use’ to a Federal. state cr local agency maintaining <ivd, 
erbminel oe other relevant enforcement information ct other per- 

Imex! information, such as current licenses, if necessary to ¢ : 
infoTmatioa rtievant to an Age : 


me 


Policies and practices for storing, ceorieving, accessing, cetaining, 
and disposing of records in the sytem: 


CIA-RDP86-00895R000100150001-7 | 


Storzge: Paper. 
-  Retrievability: By aame.. 
Safecuards: Infcrnation is stored in safes or secure areas. Access 
ig tunited to stif employess working on such cases. 
Retention and disposal: Records are eo by burming two 
years after final action on case. . 
System manncer(s) amd address: 
5 Director, Office of Logistics -— 
Cental Intelligence Agency : 
Washimroa, D.C. 20505. 


Notification procedure: Individuals seeking to lear if this system | 
of records contams infommancon about them should direct their 


inquiries. to: te 
Privacy Act Coordmator 
Central InteDivence Agency 
Washincton, D.C, 20205, 


~ 


Identificztica requirements are specified im the CIA rules | 
published in the Federal Register G2CFR 1901.13), Individuals must 


somoly with these miles; 2 


dressed as indicated in the notification section above. 


Contesting record Procedures: The Central Intelligence Agency’s 
regulations for access to individual records, for disputing the con- 
teats thersof, and for appealing aa initial determination by CIA - 
conceming access to or correction of records, are promulgated in 


the CLA rules section of the Federal Register. . 


Record source categories: Individual concerned and various Agen- 
cy staff elements involved in processing and adjudication of claims. 


% 


. CIA—-19, 
San name: Equipméat and Suppl Accountability Records 
System lecatiom: fe 
Central Intelligence Ageacy . “7 
Washington, D.C. 20505. . a 
Categories af individuals cnvered by the system: Employees. 
Categories of records in the system: Name, signature, otfice loca- 
‘tou. tWeshcne extension aad item of geverament equipment on 
loan or charged to the enigloves. . . 
Aurberity: for maintenance of the system: National Security Act of 
1947, as Amended—Public Law 80-253. 


Central Intelligence Agency Act of 1949, as Amended—Public 
. Law 81-110. 
Section 40&a),. Federal Records Act of 1950 (44 U.S. C.. Section 
3102). 


Routine uses of records maintained in the system, including catego 


ries of users and the purposes of such uses: Used by Agency otficuals 
who control and account for government nonexpendable item. 

As record for this system of records may be disc fased as 3 
“outne ute” to a Federal. state or local agency maintaining civil. 
criminal or other relevant enforcement information or other per- 
tinent information, such as current licenses, if necessary to obtain 


information reievant to an Ageacy decision conceming the hinng or - 


retention of an employee. the issuance of a secumty clearance. the 
letting of a contract, or r the issuance of 2 license. grant or other 
benefic, ; 


Policies and practices for _storias, retrieving, accessing, retaining, 
and disposing of records in the a 
Storage: Paper. 
Remrjevability: By name. 
Safezuanki: Physically protected in secure areas. Only employees 
charged with the responsioility of controlling government property 
bave qecess. + 
Retention and dispewal: Signanure card is returmed to individual 
charged upon resum or item. Record is destroyed by burning after 
inventory adjusument to property records. 
System manager(s) and address: 
Director, Office of Logisdcs- 
Central Intelgence Agency 
Washioxtoa, D.C, 20505. 


Record access procedures: Request from individuals should be ad- 
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1949, as Amended—Public 
ot 1950 (44° U.S. C., Sectiod” 


hese 


Notification procedure: Individuals seeking to learn if this system 
of records contuins informiadoa about them should direct ther 
inquiries to: . 

Privacy Act Coordinator a : = 
Central Intelligence Agency boy 
Washington, D.C, 20505. mt 

Identification requirements are specified in the CLA rules ~ 
published in the Federad Register (32CFR 1901.13). Individuals must 
comply with these rules. ; 

Record access procedures: Request from individuals should te ad- 
dressed as indicated in wte nodfication seston above, 

Contesting record procedures: The Central Intelligence Agency’s 
regulations for access to incividual records, for dispudng the con- 
_ tents thercof. and for appealing an initial determination by Cla 
‘conceming access to or corection ot records. are’ Promulgated it 
i the CLA ruies section of the Federal Remster. 

Record source entegories: Individual soucerned and appropriate 
cageguntable property officers... 5 
° CIA—20, = 
‘System name: Logistics Security | Clearance Re<ords. 

System location: 2 

Central Intelligence rere = a 
Washington, D.C. 20505. a : 

Categories of individuals envered by the pycias Commercial cone 
tractors and vendors, persoas im the private sector associated with. 
de Agency, aad individuals in outer government agencies cod 
tacted for liaison purposes. 

Categories of records. in the system! Biogmphic data inetuding 
game, address, position, acd secunty clearance beld 

Authority for meintenaace of the system: Nadoual Security Act of 
1947, as Amended— Public Law 80-253. 

Central Intelligence Beney. Act of 
—Law 81-110. 

Seenoa 506(a).° Federal Records Act 
HO1).. 

Routine uses of eccaeas Tasintained in the ‘system. including categ 
riea of users and the purposes of such uses; Used by staff employe 
in conducting Agency Dusiness with the commercial sector an 
liaison with other government agencies. 

Policies and prectices for stomug, retrieving, accessing, retaining, 
and disposing of records in ie sytem: zy . 

Storage: Pacer. ‘. 2 “Ae 

Retrievability: By ‘divest: or company name. ao 

Safeguards! Information stored in safes, vaults or secure areas.. 
‘Access is limited wostail-emplovees with the aeer-to-know, 

. Retendon and disposal: Records descqoyed upon éxpiraton of 
clearanee.. Clearances may be. revalidated. laree years after initial 

- approval. . . ete es - 

System taanager(s} and address:" -. - “es tothe oF 

Director, Office of Logistes ~ aXe He ght 
Centr Intelligence Agency 2 eee 
Washington, D.C. 20505. z a ae 

Notification procedure: Individuals” sacking to learn if this system 
of records contams informadon about them should direct their 
inquiries tor + , ; . : 

Privacy Act Coordinator - fs pete Sree re k 
Central Intelligence Agency os ow a . 

Washington, D.C. 29505. os are ae 

Identification vecuirements .are specified in the CLA:- rules 
putlished in the Federal Register (32CFR 101.13), Individuals must 
comply with rules, 

Recard access procedures: Request from individuals should be: ad-. 
dressed aa indicated in the notification section above, 

Contesting record procedures: The Cencal intelligence Agency’s 
reguiations for access to.indivicaal records, for disputng the con 
tents thereof, and for appealing an initial determination oy CIA’ 
sonceting access to or correction of records, are. promulgated in 
_ the CLA aues section of the Federal Register. : 

Record ‘source qatezores: Information obtained from individus 
coucemed aod certification of clearance from Office of Security. 
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